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ABSTRACT

This paper outlines techniques and research directions for scaling
genetic improvement and automated program repair, highlighting
possible directions for future work and open challenges.
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1 INTRODUCTION

Genetic Improvement [33] seeks to modify an existing software
system to improve some aspect of its behaviour, without regressing
on any existing desired behaviours. Genetic improvement is guided
by software testing. The tests measure, not only the achievement
of the improvement objective, but also the degree to which the
improved program avoids regressions.

Automated genetic improvement technology has the ability to
investigate many more candidate modifications than a human, but
lacks the insight and context of a human software engineer. Nev-
ertheless, as Section 2 outlines, the increasing scale of software
systems tips the balance of opportunity away from human analysis
in favour of automated techniques.

The increasing consumption of world energy resources in com-
putation [13], with ever larger and more complex systems, creates
many subtle dependencies between different levels of abstraction.
A human software engineer, no matter how talented, cannot be ex-
pected to find all opportunities for optimising resource consumption
across the full software stack, in the presence of such complexities.
Automated genetic improvement can complement human decision-
making and deployment choices, using computational search to
explore the trade-off space, and reporting promising improvements
to the human engineer.
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Many software systems are increasingly containerised and de-
ployed on cloud-based platforms [36]. Such cloud-based deploy-
ment facilitates testing across the full system stack, in safe sandbox
isolation. As the technologies for cloud deployment become better
developed, understood, and standardised, there will be increased
opportunities for cloud deployment optimisation [20].

Search based program repair [14] can be thought of a special
case of genetic improvement [33] where the aspect to be improved
is a functional property of the system. Genetic improvement has
also been applied to a wide variety of other non-functional prop-
erties, such as execution time, memory consumption and energy
consumption [33]. Genetic improvement can also be thought of as a
flavour of program synthesis. Unlike traditional synthesis [16, 29],
the improvement technology is not merely constrained to guar-
antee meaning preserving transformations. Instead, it is free to
investigate any modification that achieves a satisfactory signal that
the improvement does not cause a regression. In this paper, we use
genetic improvement to refer to search-based automated program
repair, search based program synthesis, and any other technique
that seeks to improve software guided by signal from software
testing.

The ability to avoid regression depends crucially on the strength
of the regression testing signal; poor quality tests will tend to lead
to high probability of regression. Nevertheless, candidate improve-
ments that perform well on the desired improvement criteria may
give useful insights to software engineers, even when they do lead
to regressions.

Furthermore, not all regressions are equal. There are situations
in which some regressions can be tolerated when they also facili-
tate a sufficiently strong improvement in a desirable non-functional
property. Software engineers make these engineering trade-offs all
the time. Genetic improvement is a way to automate investigation
of such multi criteria decision trade-off spaces [21]. Techniques
that limit themselves only to known correctness—preserving trans-
formations inherently cannot explore such engineering trade-off
spaces.

Another exciting opportunity for genetic improvement is the
way in which techniques can potentially be applied at scale. Search
based program repair has already been deployed at scale, finding
simple fixes in systems of tens of millions of lines of code [31].
However, this previous work merely fixed the most trivial of bugs,
although arguably most widespread [24, 30]; the null pointer deref-
erence.

In order to open the floodgates of opportunity to all of the many
exciting developments from the research community, we need a
concerted focus on scalability of genetic improvement. This paper
attempts to make a contribution to this scalability agenda, by out-
lining current research that has potential to tackle some of these
problems, avenues for deployment of scalable techniques, and open
challenges for the research community.
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2 SCALE AS OPPORTUNITY

In principle, genetic improvement can be applied at any scale, be-
cause it only seeks to make minor modifications to an existing
(arbitrarily large) system rather than seeking to build systems from
scratch. Therefore, the size of the code discovery’ problem is largely
driven by the size of the improvements made, not the size of the
system to which the improvements are applied.

From an evolutionary computational perspective, and by analogy
with natural evolution, the goal genetic improvement is to gener-
ate humans by ‘improving’ apes, rather than seeking to generate
humans from scratch out of amino acids. The more significant is
the scale of the software system, the more likely it is that there is
robust test signal available.

As well as test cases written by the system’s developers, there is
production traffic, which can also be used to check for regressions.
In this way, scalability is an opportunity as well as a challenge;
the larger the system, the more comprehensive will be the likely
available test signal to guide genetic improvement.

Also, at scale, the balance of expertise between genetic improve-
ment and human domain knowledge shifts. Most developers can
understand relatively small isolated components, and their domain
knowledge helps them to identify optimisations that improve the
software system. However, large-scale systems have grown so com-
plex that few engineers understand the full stack operation; there
are simply too many inter-operating services, backend systems,
feature interactions, and subtle nuanced dependencies.

At this scale, the ability of an automated improvement technol-
ogy to search large numbers of candidate improvements can con-
siderably outperform human expertise. We have already seen these
characteristics in the related problem of program transplantation.
For transplantation, like genetic improvement, the complex con-
text and dependencies involved lend themselves to an automated
approach that is free to discard the vast majority of candidates it con-
siders. This insight has led to award-winning human-competitive
results for program transplantation using evolutionary computa-
tion [6].

Genetic improvement tends to tackle non-functional properties
such as resource consumption and performance. Resource and per-
formance bottlenecks in large-scale systems often arise as a result
of complex interactions between multiple different system compo-
nents. Human engineers are overwhelmed by complexity at this
scale, naturally resorting to abstraction as the only way to cope.
Some performance optimisations can be identified by understand-
ing workflows at abstract levels. Nevertheless, many surprising
performance improvements can be found only by identifying a set
of detailed small-scale changes, which combine together, across
levels of abstraction [27].

Of course, this does not mean that developers have no role to
play in automated genetic improvement. Experience from industrial
deployment of search based program repair [31] indicates that it
is important that developers play the role of final gatekeeper. In
a continuous integration system, changes need to be reviewed.
Authorship and ownership are important engineering principles
[1] that ensure accountability for code deployed to production.
Therefore this final gatekeeper role is a key part of any deployment
strategy.

Mark Harman

In this industrial experience report [31], of all fixes found cor-
rect, approximately half were commandeered by the developer
and re-written in an alternative style, even though they were se-
mantically correct. Part of this behaviour might be attributable to
understandable human hubris. However, not withstanding such ‘hu-
man frailties’, developers are the ones who undoubtedly know best
how code should be represented in a system for on-going human
maintenance. It is also the human engineers, not the automated
improvement technology, that best understand the wider context
in which the system is deployed.

3 LANDSCAPE OF SCALE OPPORTUNITIES
FOR RESEARCHERS

When faced with the daunting challenges of tackling scale, re-
searchers might be tempted to focus on perfection of techniques
for smaller, more manageable, systems. However, the greatest im-
pact on the software industry is most likely to be obtained using
‘good enough’ techniques applied at scale, rather than ‘perfect’ tech-
niques applied only to simpler components. Fortunately, several
existing avenues of current research will likely to prove important
in achieving scalable genetic improvement. This section contains
examples of such techniques. It also sets out challenges and open
problems for the research community.

3.1 Test execution optimisation

One of the first scalability challenges tackled in the software engi-
neering literature was that of optimising test execution. For some
time it has been known that testing occupies a significant portion
of the software engineering budget, arguably as much as half [32].
This observation motivated software engineering researchers to
consider ways to optimise the selection, prioritisation and minimi-
sation of test suites [11, 40].

Since genetic improvement is guided by testing, one of the key
drivers of scalability is the ability to optimally deploy resources for
software testing. Researchers have therefore considered ways to
reuse, adapt and augment research associated with software test
optimisation for genetic improvement [15].

Testing is likely to remain central to scalability, effectiveness
and efficiency. Indeed, software testing is proving to be the suc-
cess driver for some of the most challenging automated software
development activities currently underway. For example testing
is driving recent advances in automated code construction with
AlphaCode [28] and language translation with TransCoder-ST [35].

Software testing is the oldest [37] the most widely practised
method of ensuring software behaves as intended. When automated,
it is essentially an automation of Popperian scientific investigation
applied to software [23]. The quality of the genetic improvement
is inherently dependent on the confidence the engineer can have
in the signal from software testing. It is with genetic improvement
that we find the strongest incarnation of the fundamental testing
dilemma: testing can reveal the presence of faults, but can never
demonstrate their absence [10]. Despite this apparently unassailable
aphorism from Dijkstra, software testing has proved to be highly
successful at giving confidence; software has become remarkably
reliable, despite the obvious shortcomings of software testing [23].
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Genetic improvement risks the strongest manifestation of test-
ing’s limitations, because of its high degree of automation. Genetic
improvement will clearly, therefore, benefit from existing research
on test optimisation. It may also provide fundamental contributions
to this research agenda.

Testing’s twin roles of identifying faults and giving confidence in
correctness apply at the very heart of genetic improvement. Tech-
niques that optimise the chance of finding faults soonest will help
discard sub-optimal improvement candidates more quickly. Tech-
niques that maximise the confidence in a candidate improvement,
while minimising the effort required to provide that signal, will
help guide the search towards promising candidates more quickly.

Research on scaling genetic improvement through test optimisa-
tion may also benefit the testing research agenda. The most press-
ing software testing questions engineers tend to ask can be more
readily and thoroughly investigated through the lens of genetic
improvement. Such questions include:

e ‘When do I know that we have tested enough?’

e ‘What confidence do I have that there are no serious bugs
remaining?’

e ‘What is the chance that this bug found by testing will
manifest in production?’

If we are to deploy genetic improvement at scale, in practical
software engineering scenarios, these questions are unavoidable.
By contrast, for much of the wider testing research agenda, some
or all of the three questions can be circumvented, despite being
pressing practical concerns for practising software engineers.

3.2 The build effort problem

Large systems typically have build times that run into many minutes
[3, 7, 22], even with smart infrastructure, bespoke build systems,
and build caching. There has been a great deal of progress on build
technology, giving rise to bespoke sophisticated build systems [12].
Nevertheless, build times for the largest systems have remained
stubbornly in the region of ‘multiple minutes’ since the 1970s. Of
course the sizes of the largest systems have grown by orders of
magnitude since then, thereby ensuring that absolute build effort
has remained high, despite advances in both build systems, and the
hardware on which they execute.

This creates a ‘built effort problem’ for genetic improvement,
because we need to evaluate many candidates to find an improved
version, thereby rendering the technique inapplicable when the
build effort is too large. The relative constancy of maximal build
effort, over such a long period, suggests that the build effort prob-
lem will remain with us for the foreseeable future. Therefore, any
technique that seeks to scale genetic improvement needs to operate
effectively for systems with high build effort per build workflow
execution. The remainder of this section considers ways in which
we might tackle the build effort problem.

3.2.1 Exploiting techniques for mutation optimisation. Mutation
testing has been a topic of study since the 1970s [9, 17]. It is an inher-
ently computationally expensive testing technique, due to the large
number of mutations from which the engineer can choose. This has
made it the subject of research on mutation test optimisation. Much
more work is needed to adapt these mutation testing orientated
techniques to the closely related problem of genetic improvement.
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Such work will not only help genetic improvement scale, but
may yield insights into the fundamental nature of software faults,
and the relationship between faults and fixes. That is, despite many
years of study, the subtle interactions between syntax and seman-
tics of software changes, faults and failures, and the interactions
between multiple software changes remain comparatively poorly
understood. As with software test optimisation, optimising muta-
tion testing for genetic improvement may therefore provide a new
avenue of investigation for these fundamental questions.

Program repair seeks to make a small change to remove a bug in
an existing system. As such, it is the dual of mutation testing, which
seeks to insert a simulated bug into an existing system. Both ap-
proaches make small syntactic changes to the software system, cho-
sen from an enormous pool of potential candidates. This suggests
that automated repair techniques may benefit from the extensive
literature on mutation test optimisation.

Genetic improvement also makes small changes, but simply gen-
eralises from the problem of removing bugs, to that of improving
the system in some way. Since this is a generalisation of search
based program repair to arbitrary improvements, the same obser-
vations apply; genetic improvement, in general, can benefit from
work on optimisation of selection, prioritisation, and minimisation
of test mutants. Much previous work has focused on mutant selec-
tion, with approaches such as ‘do faster’, ‘do smarter’, ‘do fewer’. A
full treatment of all of these techniques is beyond the scope of the
present paper. Fortunately, extensive surveys are available [26].

One technique associated with optimisation of mutation testing
is the so-called ‘metamutant’ (aka ‘mutant schemas’ [38]); rather
than compiling each mutant, the metamutant is a single compila-
tion that encodes for multiple mutants. This is a technique that
recognises the importance of minimising build effort. As the size
of programs tackled by mutation testing increased, the community
quickly realised that build effort started to dominate the computa-
tional cost of mutation testing. This observation led to mutation
testing tools that optimised for minimisation of build effort [25].

Metamutants could also be adapted for genetic improvement.
This would tackle the build problem by compiling into a single
version of the program, multiple different possible improvements,
each of which is selected at run time. However, this will not be
applicable in every situation. For example, if the selection of an
instance from a metamutant slows runtimes considerably, this may
interfere with assessment of performance. Furthermore, the meta-
mutant approach would not inapplicable when optimising for the
footprint size of the software system to be improved. Fortunately,
for problems like automated repair, the metamutant approach is
highly applicable, and will facilitate significant scalability when the
build effort problem is particularly pernicious.

3.2.2 Deep Parameter Exposure. Suppose we had a ‘configuration’
object that determined the behaviour of the property to be improved.
With this object we could, at run time, simply supply different pa-
rameters to search the configuration space. Of course, most systems
are not designed this way. Many of the key values that determine
the non-functional properties to be improved are unlikely to be
found in configuration files. Furthermore, some configuration files
are not even run—time-loadable, but are compiled into the build of
the system.
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Nevertheless, suppose we choose to redesign the system under
improvement to have a dynamically loaded configuration file that
does, indeed, include those key values known to determine the oper-
ational characteristics to be improved. This run-time-configurable
version of the system under improvement obviates the need to
rebuild the system for every fitness evaluation. It allows us to ge-
netically improve the software through parameter tuning, which is
a well understood and widely studied problem.

The process of automatically identifying this dynamic configu-
ration object is known as ‘deep parameter optimisation’ [39], not
because it is based on deep machine learning (although such param-
eters might be identified using ML techniques), but rather because
the parameters are deeply embedded in the software system. By
exposing such deeply embedded parameters, they become a more
readily available target for genetic improvement through parameter
optimisation [33].

In the case of execution time optimisation, for example, such
parameters might determine the value of data that flows into im-
portant loop control predicates, or other internal configuration
values that influence the frequency or nature of hot path execution.
Deep parameter optimisation offers promising ways to tackle the
build effort problem for practical, scalable, genetic improvement
and program repair.

3.3 The New Feature Build Cost Problem

Sometimes, engineers have the key insights into the candidate
changes that need to be made to a system in order to improve
behavioural properties of interest. For example, when seeking to
improve systems to make them safer [2]. There are often many
choices of feature, each with their own parameter spaces and char-
acteristics. Many of these features will tend to interact with one
another to produce emergent behaviours that are hard to predict,
especially before any of the features has been built.

It is clearly wasteful to build non-trivial features into a system,
only to discover that they interact in undesirable ways, or that pa-
rameter tunings cannot be found that would improve the behaviour
of interest. Simulation can provide a viable alternative, in which
the features are simulated, and the genetic improvement approach
searches over the space of simulated features.

3.3.1 Simulation and Mechanism Design. At Meta, we have been
experimenting with simulation-based approaches to tackling this
problem. Such a simulation—based requirements analysis would
have the potential to revolutionise the requirements process, with
simulation dramatically scaling the potential of A/B testing, support-
ing counterfactual investigations, predictive feature deployment,
and specialisation.

In particular, we used a mechanism design layer to simulate
the effects of potential new features. We also simulated the effects
due to different parameter tuning choices, including parameters
pertinent to simulated features, through this mechanism layer [2].
Using the mechanism design approach we recognise that the space
of optimisations to be found may involve non-trivial engineering
effort. Therefore, rather than building each future in full, merely
to discover that it has to be discarded as an inadequate source of
improvement, we simulate the effect of a large space of potential
features and their parameter tunings.

Mark Harman
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Figure 1: The WW Simulation Hierarchy: a recursive chain of
cyber cyber digital twins. The figure is taken from the Meta
WW team’s EASE ’21 keynote paper [4].

We use computational search to evaluate simulated feature spaces
and optimisation choices. The search process identifies attractive
candidates, which then feed into the decision process for require-
ments for software improvement by human engineers. The mecha-
nism is a model of the execution behaviour of the candidate feature.
A mechanism-based approach can be thought of, simultaneously,
as an instance of a model based software engineering and as be-
ing an approach to requirements elicitation. We could also think
of our approach as a form of search based software requirements
elicitation [41], or as a form of simulated genetic improvement.

We conducted research and experimentation with this simulation—
based approach, using mechanism design. The ultimately selected
features still need to be built, potentially by human effort. However,
the space of candidates we can prototype, and the complex interac-
tions between their behaviours, can be explored more thoroughly,
and at scale, through the simulation phase. In this way we ensure
that precious human effort is reserved for only the most promising
features, known to be likely to provide significant improvements.

In order to scale the approach, we built off-line versions of our
simulation, which optimised the execution time for the simulation.
These offline simulations are guided by online simulation. Online
simulation executes on the real platform. Therefore its simula-
tions, although more computationally expensive than their off-line
counterparts, are highly realistic and faithful to the original sys-
tem to be optimised. However, considering automated search is
inherently computationally demanding, the off-line modes of simu-
lation are needed to allow the engineer to negotiate the trade-off
between faithfulness of simulation and execution time. This lay-
ered approach creates a hierarchical cyber cyber digital twin [4],
as illustrated in Figure 1.

The hierarchy of digital twins supports the simulation of user be-
haviours on the real platform. The mechanism layer lies in between
the bots that simulate user behaviours and the underlying system
(which, in the hierarchy’s base case, is the real software system,
but can also be its offline digital twins). The approach, which we
illustrate here in Figure 2, is covered in more detail in the WW
team’s RAISE 2021 keynote paper [5].
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Figure 2: Heat maps from mechanism design exploration. Both heat maps show impact of different limits on maximum friends
visible to a bot at each step (vertical axis) with different levels of propensity for the bot to engage in harmful behaviour
(horizontal axis). These results were produced by the WW system, but the intervention in question is not in production and
is shown here merely illustrative purposes only. The heat map on the left results from simulating on the high fidelity (but
computationally expensive), online graph. The heat map on the right is result of simulating on a synthetic graph,; it retains the
overall distribution, thereby faithfully simulating the impact of the intervention, but it was computed approximately 100x
faster. This figure is taken from the WW team’s RAISE 21 keynote paper [5].

3.4 The Software Specialisation Problem

Automated software specialisation has long been a topic of interest
in software engineering [8]. The key insight is that not all users’
needs are the same; identifying different constituencies of users, and
their corresponding use cases, opens up the potential for specialisa-
tion. Through specialisation, each user constituency runs a different
version of the overall system. Sadly, the technical complexities of
deploying different specialised versions, and the considerable effort
required to disentangle these different versions, have made software
specialisation highly challenging in practice. Automation is clearly
key to tackling both problems. Genetic improvement provides a
perfect fit, because different fitness functions automatically yield
different versions of the system under improvement [21, 34].

Despite this, automated specialisation through genetic improve-
ment, remains surprisingly underexplored. We need more work on
genetic improvement for software product lines. There is a well-
developed literature, and many practical industrial applications
of software product lines, offering many opportunities for search
based software engineering in general, and genetic improvement
in particular [18].

We also need work on tailored deployment. The costs of main-
taining different versions of software systems, and constructing
them in the first place, currently combine to make specialisation
unattractive. Much of the problem lies in the human-centric mainte-
nance and construction costs. Genetic improvement can be used to
explore potential candidate deployment opportunities, measuring
and minimising the likely maintenance cost. We need more research
on integrated end-to-end software specialisation that takes into
account, not only the number of variants and their suitability, but
also minimises the burden of onward maintenance and evolution.

3.5 The Hot Fix Problem

In order to deploy automated repair at scale, we need to be able to
discover and deploy fixes in real time; the hot fix problem. There is
considerable potential to tackle the hot fix problem using a com-
bination of predictive modelling and genetic improvement. It is
unrealistic to expect human engineers to cater for large numbers
of possible changes in operational environments. Combining pre-
dictive modelling with genetic improvement we can automatically
search the space of risks in an automated cost benefit analysis. In
this way, we use predictive modelling to identify when a risk may
be likely to materialise, and use genetic improvement to pre-search
the space of potential hot fixes that can be deployed to amelio-
rate it affects. This combination provides one research avenue for
automated autonomous adaptation through genetic improvement
[19].

3.6 The Automated Acceptance Test Problem

The final arbiter of whether a genetically improved system can be
deployed lies in compelling results from end-to-end testing. The
more automated the approach, the more scalable it will be. However,
this final arbiter has traditionally been considered to be a human,
essentially playing the role of acceptance tester. For scalability, we
need to minimise the reliance on human acceptance testing.

The problem is that the acceptance test needs to execute the
entire system, in a realistic production setting. Traditional end—-to—
end tests often involve mocking details, and other compromises
that mean that the test result may not be faithful to the real pro-
duction setting, making acceptance tests unreliable. In theory this
is not a problem: simply make a copy of the entire system, includ-
ing all production databases, and execute this in a safe sandbox
environment, in order to faithfully replicate likely behaviour of the
improved system in production.
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In practice, having such a safe sandbox for the copy of the entire
system can be highly non-trivial. In industrial settings, fully end-
to-end testing is surprisingly challenging; even tests designated
as system tests typically involve some mocking of components,
either for efficiency reasons, or to protect production; it is not
always possible to execute a ‘system’ test on the real system. There
is an unavoidable tension between the realism of an end-to—end
system test (how faithfully does the test model what would happen
in production on the real system?) and the risk to production of
executing the test (what is the chance that running the test may,
itself, adversely affect production behaviour of the system?).

For example, the test might affect state that is visible to some
users, or pollute logs, intended to record behaviours only of real
users. In theory, any unwanted state changes can either be rolled
back or isolated, and any such pollution can be avoided, by ensuring
separate logging streams. In practice, this may involve consider-
able engineering effort, especially when the system is not initially
designed with such testability in mind.

Fortunately, the rapid uptake of cloud-based and containerised
solutions offers an exciting avenue to full end-to—end testing, that
faithfully mimics production, without necessarily risking any effect
to production. Cloud-based deployment models lend themselves
to optimisation [20] and have natural synergies with genetic im-
provement, offering platforms for evaluation and deployment of
genetically improved software variants.

4 CONCLUSIONS: OPEN PROBLEMS AND
SCALING CHALLENGES FOR RESEARCHERS

We conclude with six open problems for the research community,
research on which may help facilitate genetic improvement scala-
bility:

(1) How best can we reuse test optimisation research ?

(2) What techniques can be used to tackle the ‘build effort
problem’ ?

(3) How can we develop approaches to the ‘new feature prob-
lem’, that best combine the complementary abilities of hu-
man and machine ?

(4) How can we best tackle the challenges of software speciali-
sation using genetic improvement ?

(5) How can we develop integrated deployment techniques to
tackle the hot fix problem ?

(6) How can we best achieve realism for ‘automatic acceptance
testing’, without compromising production behaviours ?
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