Feature Selection Using a Genetic Algorithm for Intrusion Detection
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Abstract Table 1: Detection of Attacks
Attack All Times Attack All Times
We show the use of a genetic algorithm for Features, | Detected Features, | Detected
feature subset selection over feature vectors that 1Trial | in5F.S. 1Trial | in5F.S.
describe the system calls executed by privileged Trials Trials
processes. Genetic feature subset selection chasin 1 5 | sm5x 1 5
significantly reduces the number of features used decodel 1 5 | smdhole 1 5
without adversely affecting the accuracy of the decode2 1 5| sscp-1 1 5
predictions. fwd-lps-1 1 5| sscp-2 1 5
fwd-Ips-2 0 1] sscp-3 1 5
fwd-Ips-3 1 5] syslog-11 1 5
1 OUR APPROACH fwd-Ips-4 1 5] syslog-12 1 5
The Computer Immunology project at the University of | fwd-lps' 1 5] syslogrl 1 5
New Mexico (Forrest et al. 1996) developed databases of | recursive 1 5| syslogr2 1 5
system calls from normal and anomalous uses of sm565a 1 5 | Normal 1 0

sendmail. We obtained the system call data from their

. . nder genetic featur lection was th me or better
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We designed a feature vector representation to encode an

entire process’ system call sequence data into a single

feature vector. With this encoding, if at least one of the CONCLUSIONS
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