Removing the Kitchen
Sink from Softvvare




Votivation

KNOTS

e Large feature-rich
programs

e Kitchen sink

HEE, HEE,
OH YEAH!

Backpacking

YOU DO KNOW
“EVERYTHING BUT THE KITCHEN SINK”
IS AN EXPRESSION, NOT A CHALLENGE
RIGHT?!

TREATS!
TREATS!
TREATS!

b

Used with permission from Rich Diesslin, www.the-cartoonist.com



http://www.the-cartoonist.com/

Why Thin

Pros:

- Security: Thinned programs do not contain the vulnerabilities present in code which was
removed.

« Size: Thinned programs might be smaller and have performance gains over non-thinned code.

- Validity: Thinned programs are likely to be simpler and easier to validate, requiring fewer test
cases.

- Optimality: Thinned programs can be better optimized for the specific machine, removing code
for cross- compatibility.

Cons:

- Security: Thinned programs might not contain various security checks not normally
raised in execution.

- Size: Thinned programs will fail or require additional time to load removed code segments.

- Validity: Thinned programs might require the same number of tests to validate that unwanted
features are indeed removed.

 Optimality: Thinned programs may not run at all on other machines.



What to Remove

Two basic classes:
1. Undesirable features
 EXx: Heartbeat in OpenSSL

2. Unused features

e Cold code


http://heartbleed.com/heartbleed.png

Manually Remove rFeatures

e |dentify feature

. Overwrite
with NOPs

2. Redirect

' )94c0: c ;589 9583 ec18 c764 2406 8694 ....U...;...$...
funCtlon Ca” 00004d0: 0Be8 9afe ffff cO9c3pet

* Issue: Very time e
consuming 9l o6 o600 999 9690 9090 9690 .........

0004d0 9090 9690 9096 96c



Trace-based hinning

 Dynamic trace of program execution

e diStorm - Trace tool

 DIFT by Jeff Knockel and Antonio Espinoza at
University of New Mexico



Prototype Overview

Trace and remove
unused

* Only keeps used instructions
* May remove too much - Riskier



Prototype Overview

Trace and remove Trace and remove
unused unwanted

* Only keeps used instructions * Only removes unwanted instructions
* May remove too much - Riskier * May not remove enough - “Safer”
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B04Bdce: 90
80484ct: 90
80484d0: 90
80484d1: 90
80484d2: 90
80484d3: 90
80484d4: 90
804844d5: 90
80484d6: 90
80484d7: ed
080484dc <funli>:
80484dc: 55
80484dd: 89
80484df: 83
80484e2: c7?
B0484e9: ed
80484ce: c9
80484ef: c3
08048410 <tun2>:
B0484£0: 55
80484£1: 89
80484£3: 83
804841£6: c?
804841d: es
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8048503: c3
08048504 <fun3>:
8048504: 90
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8048507 90
8048508: 90
8048509 90
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8048525: ed
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Changes: 15




Unwanted

154 80484be: 85 co0 test seax,| 154 80484be: 85 c0 test Leax,
155 B80484c0: 74 15 je BO&8E | 155 80484c0: 74 15 je 8048«
156 | B0484c2: 55 push  %ebp || 156 80484c2: 55 push Sebp
157 80484c3: 89 e5 mov sesp,| 157 80484c3: 89 @5 mov Lesp,
158 | 80484c5: 83 ec 18 sub $O0x1E| 159  80484c5: 83 ec 18 sub S0x1t
159 | 80484cH: c7 04 24 d8 97 04 08 movl $Ox8C| 159 80484c8: c7 04 24 d8 97 04 08 movl $0x8(
160 80484ct: ff do call *%eay | 160  B048B4ct: ff do call *Sear
161 80484d1: c9 leave 161 80484dl: c9 leave
162 | 80484d2: e9 79 ff £t ff imp 80484 | 162  B04B4d2: e9 79 f¢f f¢ ¢f i=p 8048¢
163 | 80484d7: e9 74 £f £f £f jxp B048E| 163 B804B4d7: e9 74 ££ £f ¢f j=p 8048¢
164 164
165 | 080484de <funl>: 165  080484dc <funl>:
166 80484dc: 55 push Sebp || 166 80484dc: 55 push Sebp
167 | 80484dd: 89 e5 mov Sesp,| 167 80484dd: 89 e5 mov Sesp,
168 80484dE: 83 ec 18 sub $O0x1E| 169  B80484df: 83 ec 18 sub $0x1t
169 | B80484e2: c7 04 24 50 86 04 08 movl  SOx8C| 169 80484e2: c7 04 24 50 86 04 08B movl  $O0x8(
170 | 80484e9: e8 b2 fe ff ff call BO48Z| 170 804B4e9: e8 b2 fe ff ff call  B048.
171 | BO4Bdee: c9 leave 171 B04Bdee: c9 leave
172 | BO4Bdef: c3 ret 172 804B4ef: c3 ret
173 173
174 | 080484£0 <fun2>: 174 080484£0 <funz>:
175 | 80484f£0: 55 push Sebp || 175 80484f0: 55 push Sebp
176 | BO4B4f1l: 89 e5 mov Sesp,| 176 80484f1: 89 e5 mov sesp,
177 | B048B413: 83 ec 18 sub SOx1E| 177 B04B4f3: 83 ec 18 sub S0x1t
178 B04B4L6: c7 04 24 63 86 04 0B movl S0x8C| 174 804B84tL6: c7 04 24 63 86 04 OB movl $0x8(
179 B0484Ld: e8 9e fe f£f f£f call 80482 | 179 80484£d: e8 9e fe ££ £f call 8048.
180 8048502: c9 leave 180 8048502: c9 leave
181 8048503: c3 ret 181 8048503: c3 ret
182 182
183 108048504 <fun3>: 183 08048504 <fun3>:
184 | B048504: 55 push  Sebp || 184 8048504: 90 nop

185 8048505: 90 nop

186 @ 8048506: 90 nop
185 8048505; B9 &5 mov Sesp,| 187 8048507: 90 nop

188 | 8048508: 90 nop
L85 | 8048507: 83 ec 18 sub SO0x1E| 189  8048509: S0 nop
187 | 804850a: c7 04 24 76 86 04 08 movl $0x8C| 190 804850a: 90 nep

191 804850b: 90 nop

192 804850c: 90 nep

193 | 804850d: 90 nop

194  804850e: 90 nop

195 @ B04850f: 90 nop

196 8048520 90 nop
188 | 8048511: e8 8a fe ff ff call 80487 | 197 8048511: 90 nop

199 | 8048512: 90 nep

199 8048513: 90 nop
189 | 8048516: c9 leave 200 8048514: 90 nocp

201 | B04B515: 90 nop
190 | 8048517: c3 ret 202 8048516: 90 nop

203 | B048517: 90 nop
191 204
192 108048518 <fundef>: 205 08048518 <fundef>:
193 | 8048518: 55 push Sebp || 205 8048518: 55 push Sebp
194 | 8048519: 89 e5 mov Sesp,| /07 8048519: 89 e5 mov Sesp,
195 | 804851b: 83 ec 18 sub $Ox1E| 208 804851b: 83 ec 18 sub $0x1t
196 B04851e: c7 04 24 89 86 04 08 movl S0x8C| 200 804851e: c7 04 24 89 86 04 0B movl $0x8(
197 B8048525;: e8 76 fe f£f (f call 80482 | 210 8048525;: e8 76 fe ff £ call 8048
an NALARNIn ~a Tanva 241 ANARSTIa - ~0 Tanva

Changes: 3



GA-based Thinning

* (Genetic Algorithm feature
removal

o Software Evolution
* Developed by Eric

Schulte from University
of New Mexico

te program for feature removal




Genetic Algorithm Overview

Original Binary Fitness Function

| 4
Fitness -

Y »
A Population Search

\ J
Member

4

4
Thinned Binary > Mutate



Binary Mutation

Mutation Operations:

Copy Delete Swap

Bl B

A

Two Point Crossover

Source: modified from Post-compiler software optimization for reducing energy by Schulte, Dorn, Harding, Forrest, and Weimer



Fithess Script

e Script with test cases run by GA

e Basic overview:

1. Variant passed in as script argument

2. (Generate many test cases for feature(s) to keep

3. Run each test case on original and variant binaries

4. |f output differs, exit with bad fitness, otherwise continue until
test cases finish

5. Calculate fithess value



Fitness Calculation

Program size - number of nops, adjusted with largest
return value

« PROG_SIZE = length(program_variant)
» PROG_NOPS = count_nops(program_variant)
» FN = PROG_SIZE - PROG_NOPS

* FITNESS = FN + RETVAL * 5



Fitness Script For echo

Choose 0-5 options from: {-e, -E}

Choose 0-1000 random characters for string
Remove special characters

Test variant and compare with original

e Same -> continue

e Dift -> fail, print bad fitness and terminate
Repeat 1000 times

Calculate fitness and terminate



Results For echo

Goal: remove -n feature

« Before: [jason]$ echo -n "test”
test[jason]$

« Non-NOP instructions: 2,609

o After: [jason]$ ./thinned 3600000 -n "test”
test

[jason]$ B

e Non-NOP instructions:; 2,173

e 4306 fewer instructions — ~17%



Fitness Script For shalsum

Test case 1: Test case 2:

e Choose random number of « Make random file filled with

random characters for string random number of random
bytes

e Test string hash of variant

and compare with original e Test file hash of variant and

compare with original

e Same -> continue e Same -> continue

» Diff -> fail, print bad « Diff -> fail, print bad fitness
fitness and terminate and terminate

 Repeat 50 times * Repeat 50 times

e (Calculate fitness and terminate



Results For shalsum

Goal: Remove unused features — keep string/tile
hashing

e Before: HERREEEITEIRETE

ebal9174a7b159dfe65a805563d3cb27d%ed673d test_file
 Non-NOP instructions: 5,049

o After: [jason]$ ./thinned_300000 test_file

ebalf9174a7b159dTe65a805563d3cb27d%ed673d test_file

e Non-NOP instructions: 4,764

e 285 fewer instructions — ~6%



Minimized Changes

e Terminate as soon as feature is removed
 fitness script gives pertect fitness (zero)

e _-nremoved from echo — 706 fitness evaluations

* Delta debugging

* Undo changes that do not contribute to fitness



Delta Debugging

e Feature removed: Fithess ==

e Echo result: 1 Iinstruction

[Jason]$ diff echo.s thinnedDDB.s
2C2
< echo: file format elf64-x86-64

> runthinned DDB: file format elf64-x86-64
650c650,653
401700: 40 80 fe 6e cmp $0x6e,%s11

401700: 90 nop

401701: 90 nop

401702: 90 nop

401703 90 nop
[Jason]$ ]




Current Issues and
L Imitations

Machine-dependent
No GUI programs
Large programs
Remove error handling

* Unintentional program failure



Future Work

| hope you are excited about the future - and ready to transform!

. | B
T
N ‘t”

“Future of Technology and Impact on HR and Management” by Gerd Leonhard is licensed under CC BY-SA 2.0



|_arger Open Source
Software

* Try thinning approaches on [slightly] larger open
source software

* Will need to develop better ways of randomly
generating test cases for much larger programs

e Currently requires knowledge of program usage
and arguments (manpage learnin’)



GA-Based Diversification

 Why diversification?
 Change program structure

» Code-reuse exploits rely on specific program
structure



GA-Based Diversification

Mutate Program A to “look” different from Program B

4 B B

e ™~

Mutate Program A to “look” like Program B

R




GA-Based Diversification

adest diversity

Mutate program for bro




Semantic Preserving Binary
Transformations

e | earn transformations based on GA results
e Transformations to minimize instructions

e [ransformations to increase diversity



Change in Machine-State

GA-Assisted Malware

Reversing

e Use GAto
mutate malware

e Can mutations
unpack or
remove anti-RE"?

Startup/Loading

Settling/Data Ingest

Time



Other |deas

e Use tracing to influence GA
* Performance

e Failing gracefully



Questions?

“Question Box” by Raymond Bryson is licensed under CC BY 2.0



Backup slides



Manual Binary Modification

Showing removal of function from simple program



void fun()

{
printf("This is function 1in");

void fun2()

{
printf(“This is function 2\n");

void fun3()

{
printf("This is function 3in");

void fundef()
{
printf("Unsupported function'n®);

—

int main()

{

int option;

printf("Enter option: *);
scanf("%c", &option);

switch{option)
{
case 1:
fun1();
break;
case 2:
fun2();
brezk;
case 3:
fun);
break;
cefault:
funcef();
break;

}
return 0;

}



sjif@schsiml: ~

File Edit View Search Terminal Help File Edit View Search Terminal Help

: <3 STEREE ec18 c704 2406 8604 T T
PRBOA4C0 ; 0808 Qafe ffff cSc3l




sif@schsiml: ~

File Edit View Search Terminal Help File Edit View Search Terminal Help

3090 9690 9096 9690 9096 9690

06004d0. 9090 9090 9090 90c




GA-Thinning



Echo thinned

/Usersflandsbor/Deskiop/GECCO slide materials/crig _echo_dis

MUsers/landsbor/Deskiop/GECCO slide materials/oecho 300k dis
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lea Ox2ado(vrip),Srdl # 404382 <close stdout+Ox2lila>
oV $0x7,Vecx
mov Srax,\rei
Tepz copad Ves: (Vrdi), Mda:(vrsl)
go 401904 <lawprintipli-Oxdcer
o Ox2ad0(Nzip) Arxdl @ 404391 <close stdout-0x2121>
=ov $0xa,vecx
nov frax,sral
nov $0x1,vebx
repz ceped Vesi(Vrdi),Vdsi(Vrei)
seta Vel
setd Wl
cmp i, el
ine 401504 <iswprintfplt+«OxSdc>
nov 0x203b0b(Nrip),Vrax ¢ 405400 <version_etc_copyright+0x200
»ovg $0x0, (\rep)
iea 0xI817(Nxip) 1Y # 404090 <close_stdout+0x212b>
lea Ox2aibinzip) Ar8 # 404386 <close stdout+-0x2136>
iea 0x2%al(Vrip),Srdx # 404353 <close stdout+0x20el>
.ea OxIFPRN(Nrip)Nred ¢ 404021 <close stdout+0x20b3>
=ov (Vrax),\rex
=ov 0x203805(Vzip),Vrax # 605488 <versica etc copyright+0x200
=ov (Vrax),vzdl
xor Teax, veax
callg 402110 <iswprintfplr-Ox1128>
xor wedi, vedl
callg 400e3B <exitiple>
xor Yedi,bedl
callg 401170 <iswvprintfpit-Oxive>
=ov $0x3,vri2d
J=pq  4014cd <lawprintiplt-Oxied»
=ov Wrisd, veal
=ov Ardx, Oxi0(vesp)
callg 400L78 <_ owerflowiple>
mov 0x10(\rep),Vrdx
impq 401657 <iswprintfpiteOx66f>
mov $0x30,%ens
mov Sradx, 0x10(vrsp)
callg 400f78 <__overflowlpit>
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OxZado(vrip),Srdl # 404382 <close stdout+0x2ila>
$Ox7,%ecx
Srax,V\rel

401904 <lawprintiplt-Ox9cer

$Oxa,vecx
frax,srsl
$0x1,%ebx

i

401504 <iswprintfplt+0xSdc>

Vol,0xd(Vrbp, Srox,4)

(Vzax),val

el 0xS(vebp, Arex,4)
(Vrdx),vedp

fal, (Vrax)
Ox2%cl(Vrip),Vrdx
OxZ9NN(Nrip) . Srei
(Vrax),V\rex
Ox203a05(Vrip),Vrax
(Vrax),vral

teax, veax

# 40435) <close _stdout+0x20el>
# 404021 <close stdout+0x2001>

# 605488 <versica ete copyright+0x200

edi, vedl
400e38 <exitdpli>

401170 <iswprintipit+Oxine>
$Ox1,vri2c

4014cd <Sawprintiplt-Oxdes»
Arisd, veal

Ardx, Oxi0(vrsp)

400278 <__overtlowiple>
Ox10(%rsp),Srdx

401657 <iswprintiplit+Oxs6t>

‘rdx,0xi0(vrsp)

Changes: 157



Shaisum thinned

/Users/landsbor/Desktop/GECCO shide materials/orig_shaisum_dis

/Usors/landsbor/Desktop/GECCO slide materials/shatsum J00k dis

2699 403e85: 44 Of D6 ad 24 o6 00 movebl Oxcé(vrsp),vrizd

2700 403e8c: 00 o0

2701 403eBe: 4c &b bc 24 DO 00 0O v OxBO(Arsp),vrlsS

2702 403e95: 00

2703 403e961 44 Of b6 ac 24 7 00 movabl Oxc7(%rsp),vridd

2704 403e%d: 00 0

103 403091 76 b2 jbe 40Je3) <close stdout+Oxisi>

4030al: 80 3a 00 c=pd  50x0, (Wrdx)
403ead: 74 ad Je 403e33 <clcae stdout+-OxISi»
403eab: 48 &b 54 24 S8 o Ox58(Wrap),Vrax
403cab: 48 84 44 15 01 lea Oxi(%vrbp,vrdx,l),yrax
403eb0 eb 13 Inp 403Jecs <close stdout+dxtcs>
403ebis 66 Of 1f 44 00 00 nogw  OxO0(%rax,%rex,1)
403ebl: 41 Of b6 Oc 06 movabl (Mrid,Vrex, i), Vecx
403ebd: 48 83 c0 02 add $0xi,Vrax
403eci: 84 teat sel, el
403ec3: 74 O Je 403ece <clcae stdout~Oxfce>
403ec5: 48 83 c2 02 add S0xl,vrdx
403ec9: d4c 39 d8 cmp sril, vrax
403ecc: 72 ea ib 40Jeb® <close stdout+Oxtbe>
403ece; 48 89 54 24 now Srdx, Ox58(\rep)
4030d): o9 7o £f f£f ¢ =pq 40Je3) <close stdout+Oxfi)>»
403ed8: 48 82 05 87 31 00 ¢0 ea Ox3I18T(vzip), Vrax # 407066 <version etc copyright-Oxdié»
403ede: 45 31 o4 xor Axildd, arldd
403ee2: 41 b% 01 00 00 00 novV S0xi, vr9d
403ce8 ila Xor Sebx, Vebx
403eca: 48 %% B4 24 ¥ 00 00 oV Srax,0xB8(vrsp)
403011 0o
403e22: 09 49 f£4 f£f £2 =pq 403340 <clcse stdout+0x4s0»
403e17: 48 84 35 64 31 00 00 ea Ox3i64¢0zip), vral # 407062 <version etc copyright-0x42>
403ete: 1 ba 01 00 00 00 now S0xi, wridd
4031041 41 b% 01 00 00 00 »ov S0xi,vr9d
403101 lla xor Sebx, Vebx
403£0c; 48 %% b4 24 #8 00 00 oV Srod, OxBE(Vrep)
403£10: 00
403f14: o9 27 £4 £f 2 5 403340 <close stdout+Oxéé0»
4031£19: o8 2a 44 £ £1f callyg 401348 < astack chk falllple»
403fle: 66 %0 xehg  Sax, tax
403120 48 8% Sc 24 @0 nov Arbx, ~0Ox30(vrsp)
403125 48 89 60 24 a8 oV \rbp, ~0x28(Vrsp)
403220: 48 8% cb nov Srox, Srbx
40322d: 4c 8% 6c 24 o8 now Arid, ~0x18(\rep)
403£32: 4c 8% 74 24 00 nov Srid, -0x10(vrep)
403237: 89 fa& 20N sedi N
4032£39: 4c 89 64 24 o0 now Axi2, -0x20(vzep)
40323e: 4c 89 Tc 24 t8 now ArlS,-Ox8(vrap)
403243 48 83 ec 78 sub $0x78,\rop
40324 48 8% 74 24 28 novV Sroi, O0x28(\rep)
40384c: 48 8% 54 24 0 nov Srdx,0x30(\rep)
403851 od 42 4) £t ¢ callq 401338 <_ errmo locationbplt>
403256: 49 8% c6 =on \rax,vcld
403259: 8k 00 2 (Vzax),Veax
40325b: 85 ea test \ebp, V\ebp
40315d: 4c &b 2d dc 45 20 00 oV 0x2045dc(srip),srld # S0B540 <exit fallure+Oxid>
403264 89 44 24 Jo nov Seax,Ox3o(\rsp)
403260; 0f #% Be 01 00 00 bl 4040fc <close stdout+Oxllifc>
403260: Jb 34 <0 43 230 00 cep 0x2043<0(Nrip) . ‘obp ¢ 400534 <exit fallure+Oxé>
403274: 2 % gb 403fcd <close stdout+Oxl0cd»
403276: 44 84 65 02 ea Oxi(vzhp),vxi2d
40327a: 48 84 05 cf 45 20 00 lea 0x2045cf(xip), Arax # S0B550 <exit fallure+0x20>
403281 45 89 o7 now \ri2d, srisd
4032841 dc 89 fe nov SrisS,vrsi
403207 48 ¢l o6 04 shi $0x4,%reid
40320b: 49 )% o5 c=p Srax,\rld
403%8e: 0f 84 3c 01 00 00 Jeo 404020 <close stdout+0x1ldo>
403294: 4c 89 of 20w Srild Ardl
403297: e8 14 20 00 00 cally 40580 <close stdout+Ox30b0>
40329¢: 49 8% o5 nov \rax,srl3
403291, 48 8% 05 9%a 45 20 00 oV Srax,0x2045%a(vrip) ¢ 608540 <exit fallure+Oxid>
403206 8b )a 88 45 20 00 nov 0x204588(\rip),Vedi ¢ 08534 <exit failure+0xé>
4032ac: éc #% fa nov Sris, Vrdx

403e84d:
403eB8)
40)e89;
403ebb:
403ebe:
403e%0:
403e92:
403e99:
403e%a1
40)enls
40)enl:
403ead:
403eat:
403ean:
403eat:
403ebd:
40)ebb:
40)ebec:
403eci:
403ec5:
403ecT:

403ech
40)ecci
40)ece:
4030dd:
403e0d8:
403ede:
403eel:
403ee:
403ee8
40)eca;
40)eeb:
403e0c:
403e0d:
403ece:
403eet:
403et01
40)efl:
40)ef):
4030f5:
403ef6:
403e19:
403ete:
403et
403£00:
40201
403207:
403209:
403£10:
40311,
403L16:
403¢1
403214
403£22:
403£27:
403f2a:
40322
403201
403241
40)¢2e:
403224
403£34:
403£36:
403237
403£30:
40341
403245
403%4n:
403241
403854
403£57:
403259
403£5b)
4032621
403266
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Sal,~Oxda(vrdi, vrox,l)
Ndsi(Vrsi), Nesi(brdl)
$0xcé, Val
Sal,-0x46(Vrcx)

Yeax, (Vrax)

Sal, (Vrax)

OxbO (Vrsp) ,Aris

Oxc7(%rsp),vridd

403037 <close stdout+Oxtsi>
$0x0, (Vrdx)

403057 <clcae stdout+0xIST»
OxS8(vrap), Vrdx
OxL(vrbp,srdx,l),\rax
403ec?® <close_stdout+Oxtod>
Ox0(%rax,Srox,1)

(Srid, Vrax, i), Vecx
$0x1,%rax

sel, el

403ed2 <clcse stdout+Oxfdl>

Sril, vrax

Sax, Vax

Srdx, Ox58(\rep)

40J03) <close stdout+Oxfsi»

Ox3187(vsip), vrax # 407066 <version etc copyrighteOxié»

403ecd <close stdour+Oxtfod>

$0x1,vr%d
Sebx, Vebx

Sch, Vel

WD hit

-0x73(Vrax)
S$0x3164, veax

$0xi,vr
Vobx, Vebx
el OxBB(\zap)

403334 <close stdout+Oxd3d>
401345 <dogerttextipli+dmd>
Sax, Vax

Srbx, -0x30(Nrep)

Arbp, ~-0x20(\rep)

Arex, Vrbhx

Arld, -0xi10(vrep)
Veodi, vebp
Ardx

Arl2, -Ox20(\r8p)
\rlS5,-OxB(\rap)

$0x78 ,vrsp

Sred, 0x28(\rep)

Srdx, 0x30(\xep)

401326 <=bainitiplerOxe>
\rax, i

(\zax), veax

\ebp, vebp
0x2045d0({srip), Arld
Seax, 0xdc(\rep)

¢ 60853e <exit fallure+Oxe>

4040fa <close stdout+Oxilfe>
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