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ABSTRACT

We propose an evolutionary algorithm for the enhancement
of digital semi-fragile watermaking based on the manipu-
lation of the image discrete cosine transform (DCT). The
algorithm searches for the optimal localization of the DCT
of an image to place the mark image DCT coefficients. The
problem is stated as a multi-objective optimization prob-
lem (MOP), that involves the simultaneous minimization of
distortion and robustness criteria.

Categories and Subject Descriptors

1 [Real World Applications]: Watermarking; 2 [Evoluti-
ve Strategies|: Multi-objective Optimization.

General Terms
Algorithms
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1. INTRODUCTION

Semi-fragile watermarking [7, 1, 5, 6, 8] tries to ensure the
image integrity, by means of an embedded watermark which
can be recovered without modification if the image has not
been manipulated. If the image suffers some modification,
the watermark is corrupted. However, in order to prove own-
ership, it is interesting that the mark is robust to operations
like filtering, smoothing and lossy compression which are
very common while distributing images though communica-
tion networks. For several reasons (privacy, minimal pertur-
bation of the image content, etc) a watermarked image must
be as indistinguishable of the original one as possible. The
watermarking process must introduce the minimum possible
visual distortion in the image. These two requirements are
the objectives of our work and can be contradicting in some
instances. Combined optimization of the distortion and the
robustness can be stated as a multi-objective optimization.
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In the problem of searching for an optimal placement of
the watermark image, the trade-off between robustness and
image fidelity is represented by the Pareto-Front [2, 3] dis-
covered by the algorithm.We define an evolutive strategy
that tries to provide a sample of the Pareto-Front preserv-
ing as much as possible the diversity of the solutions.

2. MULTI-OBJECTIVE OPTIMIZATION
PROBLEM

The general MOP try to find the vector &* = [z}, x5, ..., z5]"
which will satisfy the m inequality constraints g;(Z) > 0,7 =
1,2, ...,m, the p equality constraints h;(Z) =0,i=1,2,...,p
and will optimize the vector function f(Z) = [f1(Z), f2(Z), ...,
(@], A vector ¥ € F is Pareto optimal if it does
not exist another & € F such that f;(Z) < f;(Z") for all
t = 1,..,k and f;(&) < f;(@") for at least one j. Each
solution that carries this property, is called non-dominated
solution, and the set of non-dominated solutions is called
Pareto optimal set. The plot of the objective functions
whose non-dominated vectors are in the Pareto optimal set
is called the Pareto-Front. A vector @ = (u1,...,un) is said
to dominate ¥ = (v1,...,v,) (denoted as @ =< ¥) if and only
if Vi € {1.k},us < v; A € {1,..,k} : uiy < v;. For

—

a given MOP f(z), the Pareto optimal set P* is defined
as: P* = {z € F | -3 € F: f(a') = f(z)}, and
the Pareto-Front (PF*) is defined as: PF* := {& = f =
(f1(x), ..., fu(z)) | x € P*}.

3. ALGORITHM

For obvious space restrictions we will only comment the
definition of the vector fitness function composed of the ro-
bustness and distortion fitness functions [4].

Robustness fitness function fi: Robustness refers to
the property of recovering the mark even when the water-
marked image has been manipulated. We are interested in
having robustness against lossy compression and smooth-
ing. Both transformations affect the high and preserve the
low frequency transform coefficients. Therefore the closer to
the origin of the transform space the mark is located, the
higher the robustness of the mark. As we are embedding
the logo DCT, we note that most of the information will be
in the low frequency coefficients so, they must have priority
to be embedded in the positions that are nearer to the low
frequencies of the image DCT.

Distortion fitness function f>: The true distortion is
computed as the squared difference between the original im-
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Figure 1: Robustness comparison by means of the
correlation coefficient of the recovered image mark
versus the radius of the smoothing convolution ker-

nel.

age and the inverse of the marked DCT. Final results in
the figures will reflect this value. However, to avoid the
computational cost of the DCT inversion, we use as the fit-
ness function of the evolutionary algorithm an approxima-
tion that follows from the observation that the distortion
introduced adding something to a DCT coefficient is pro-
portional to the absolute value of that coefficient.

4. RESULTS
Figure 1 plots the correlation coefficient between the origi-
nal watermark and the corrupted watermark recovered after
the marked image has been smoothed by a low-pass gaus-
sian filter with increasing filter radius sigma applied in the
Fourier transform domain. Solutions with lowest distortion
and robustness in the Pareto-From are represented by ’x’.
The solution with best robustness under a given distortion
taken from de GA Pareto-Front is represented by '*’. The
. represent the same taken from the local search algo-
rithm. That means that the GA found a solution that is
much more robust than the distortion optimal one while
preserving much of the distortion quality. Figure 3 shows
the visual results of the recuperation of the mark image af-
ter smoothing the image watermarked using the placement
from the MOP-GA solution.

The second class of attacks we are considering are the lossy
compression. We apply the jpeg compression with increasing
quality factor to the image after the watermark, and we
recover the watermark image from the decompressed image.
Figure 2 shows the correlation of the recovered mark relative
to the true mark versus compression quality, for both the
local search and GA solutions. It can be appreciated that
the GA solution recovers much better than the local search

solution from strong lossy compression.
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Figure 2: Robustness of solutions from GA ’.” and
Local Search 4+’ to JPEG compression. Correla-
tion of the recovered mark image versus compres-

sion quality

Figure 3: Watermark logo: Original and recovered
from GA solution after low-pass filtering the water-
marked image with ¢ = 50, 60, 70, 80 , 90, 100.
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